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Y7 corestrengths:

Privacy Policy
Effective Date: October 5, 2021

This website is owned by Personal Strengths Publishing, Inc. (collectively “PSP,” “we.” “our” or

us”). We recognize the importance of protecting the information collected from individuals
("you™) who use our services, visit our websites, or otherwise interact with PSP, and take
reasonable steps to maintain the security, integrity, and privacy of any information in
accordance with this Privacy Policy.

Definitions

“Certified Facilitator” means an individual who has successfully completed one of our

certification programs that can administer an Assessment to Respondents, and interprets
the Reports or other output generated by PSP to provide feedback to the Respondent(s)
about the contents of the Respondent’s Reports

{S,ervrce_s_.}
“Non-Personal Information” means information such as IP address, device information,

cookie data, or other session data that cannot Iead to an |dentlf|able |ndN|duaI

“Platform" means the offerlngs that we currently provide, such as Core Strengths and
TotalSDI, and those that we may develop in the future.
“Products and Services” means the products, applications, and services promoted, sold,

or available for sale by PSP such as our Assessments or Reports

“Respondent“ means an individual who takes, wrll take or has taken an Assessment

o e ot

al: who Invitesia respondent to complete an-Assessment:and;

. “Websnte” means this Website and any others owned and operated by PSP.

What Information We Collect

» |f you visit our Website, we collect Non-Personal Information that is provided to us by your
browser and through our log files. We may record some of this data in one or more
cookles that we send to your browser (see “Cookles and Other Technologles ).
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open rate and whether a specific individual has clicked on a link.

* If you are a Customer or other business contact, we may collect your name and other
contact information in the regular course of our interaction with you. '

* If you interact with third parties regarding our Products or Services, we may receive
information about you, such as from Customers, websites where we advertise, business
partners, and service providers.

Our Policy Towards Children, Children under 18 are not permitted to use the Website or our
Platform without the consent of a parent or guardian.

How We Use the Information We Collect

To facilitate the use of our Platform, we use session data to enhance navigation, to avoid
requesting identity information when the visitor moves from page to page, and in general to
enhance the quality of our Platform. We may use aggregated session data to better understand
how our Platform is navigated, as well as the types of browsers and computer operating
systems that our visitors use, and the IP addresses of the visitors.

In connection with Assessments, we use the responses to an Assessment to scdre the
Assessment and to generate Reports and other data related to the Respondent. We may
combine data from multiple Respondents; combine Respondent data with our general research
data; or compare or associate Respondent data with other Respondent data.

For security purposes, we may use |IP addresses and session data to ensure a secure
connection, to diagnose problems with our servers, and to administer our Websites and
Platforms.

For marketing purposes, we may use email or other contact information to send marketing
communications and will always provide an unsubscribe option.

How We Share the Information We Collect

Service providers: We may engage service providers to perform functions and provide services
to us, such as customer relationship management, contract management, order fulfillment,
hosting and maintenance, database storage and management, business analytics, and
marketing. Pursuant to written agreements between PSP and these service providers, each of
these service providers only has access to the information necessary to fulfill its obligation to
PSP. Providers are not permitted to use the information for any purposes other than those
directed by PSP, and are required to act in a manner consistent with the principles outlined in
this Privacy Policy.

Distributors or Partners: We may provide information to our distributors or partners in local and
foreign markets to improve the Products or Services provided, and the use of such information
is in accordance with the principles of this Privacy Policy. Partners providing learning and
development services (as Facilitators) will have access to individual and team Reports based
on your results.

@® Chat with an Expert
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Mergers & cqwsmon Bankruptcy, we may disclose, share or transfer some or all of our
WcoreStE@E}QI n{QHBﬁ/{&’WﬂFFfH@%B?GBF‘%te entity in preparation of the transaction, as
part of the due diligence, or after the transaction has been finalized, so that the successor
entity can continue providing our services to our Customers.

Law Enforcement; Litigation, certain federal, state, local, or other government regulations may
require that we disclose information that we hold. We will use reasonable efforts to disclose
only the information required under applicable law in response to a valid court order, warrant,
or subpoena. ’

To defend or enforce our rights, PSP rhay use information to protect itself, to prevent fraudulent
activity, or where it is otherwise necessary to pursue available remedies. If a Customer
neglects to pay amounts due and owed to PSP, PSP may send that Customer's name, contact
information, and account information to a third-party service provider for collection of overdue
payments. '

Cookies and Other Technologies

Most websites, including ours, use a browser feature to set a small file called a “cookie™ on
your computer’s browser. The website placing the cookie can then recognize that browser
when you revisit the site to allow automatic login and track how you are using the site. You
have the right to block cookles by configuring your browser’s preferences or séettings to stop
accepting cookies, or prompt you before accepting a cookie from a website that you visit.

How We Store and Protect Your Information

We retain your Personal Information for as Iong as your account remains actlve or for as long

as you contmue to do busmess w1th us. glihe

We follow generally accepted industry standards to protect Personal Information, both during
transmission and once we receive it. We use administrative, physical, and technical measures

to protect Personal Information from any unauthorized access, loss, misuse, disclosure,
alteration, or destruction.

All data collected through our Platforms are transmitted securely over the internet using 256-
bit TLS encryption protocols or better.

This Website may link to websites that are operated by third parties. Because such websites
are not operated by PSP, they are not subject to this Privacy Policy. We recommend that you
read the privacy statements that are posted on these third-party websites to understand their
procedures‘for collecting, using, and disclosing personal information.

EU General Data Protection Regulation (“GDPR”) Policy

The GDPR is a set of regulations coming into effect on May 25, 2018 that enhances the date
privacy rights of EU individuals. PSP is committed to upholding GDPR compliance among our
Products and Services.

We updated our internal policies and external contracts to erisure compliance with the GDPR.
PSP processes personal data on the following legal bases: (1) with your consent; (2) as
necessary to provide our Products and Services; and (3) as necessary for our [egitimate
interests in providing the Products and Services where those interests do not override your

@ Chat with an Expert
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t{fndem@ﬂl righets and freedom related to data privacy. PSP has put in place safeguards to
@I& tel

SRUREY R IRERPEN SR including disclosures of its data processing

activities and the use of consent mechanisms.

PSP also routinely enters into contracts with organizations where compliance with GDPR is also
specified within the contract.

The European Commission can decide that standard contractual clauses offer sufficient
safeguards on data protection for the data o be transferred internationally. It has so far issued
two sets of standard contractual clauses for data transfers from data controllers in the EU to
data controllers established outside the EU or European Economic Area (EEA). It has also
issued one set of contractual clauses for data transfers from controllers in the EU to processors
established outside the EU or EEA. More information about these EC standard clauses is
available here (https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32010D0087).

If Customer has a standard contract with GDPR language, we can execute that standard
contract. If not, we can offer specific contract clauses as approved by the European
Commission.

Right to lodge-a complaint, Customer or others that interact with PSP that reside in the EEA or
Switzerland have the right to lodge a complaint about our data collection and processing
actions with the supervisory authority concerned. The contact details for data protection
authorities are available here (https://ec.europa.eu/justice/article-29/structure/data-protection-
authorities/index_en.htm).

Transfers, Personal Information we collect may be transferred to, and stored and processed in,
the United States or any other country in which we or our affiliates or subcontractors maintain
facilities. Upon the start of enforcement of the General Data Protection Regulation (GDPR), we
will ensure that transfers of Personal Information to a third country or an international
organization are subject to appropriate safeguards as described in Article 46 of the GDPR.

Individual Rights, if you are a resident of the EEA or Switzerland, you are entitled to the
following rights. Please note, that in order to verify your identity, we may require you to provide
us with personal information prior to accessing any records containing information about you.

The right to access and correction, you have the right to request access to, and a copy of, your
personal data at no charge, as well as certain information about our processing activities with
respect to your data. You have the right to request correction or completion of your personal
data if it is inaccurate or incomplete. You have the right to restrict our processing if you contest
the accuracy of the data we hold about you, for as long as it takes to verify its accuracy.

The right to request data erasure, you have the right to have your data erased from our
"Platform if the data is no longer necessary for the purpose for which it was collected, you
withdraw consent and no other legal basis for processing exists, or you believe your
fundamental rights to data privacy and protection outweigh our legitimate interest in continuing
the processing.

The right to object to our processing, you have the right to object to profiling or other
. processing if your legitimate interests outweigh the legitimate interests of PSP and so long as it
does not interfere with a task carried out for reasons of public interest.

Data breach notification policy, PSP will follow all applicable rules and regulations of the GDPR,
along with guidance and instruction from the applicable data protection authorities, in
handling, responding, and resolving a data breach.

Data governance obligations, PSP has established procedures for periodically verifying
implementation of and compliance with the GDPR Principles. PSP conducts ongoing
assessments of our data protection practices to verify the attestations and assertions of our

. . . i rt
privacy practices have been implemented properly. @ Chatwith an Expe
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Privacy by, e'sigy. PSP has implemented variq'us technical and organizational measures to
% CoreStKr@I&gmt M@Wéﬁ%ﬁ?ﬁﬁ%@&?%rsonal data we receive. We have dés_igned our

systems and processes to ensure the necessary safeguards of data protection are met.

Details of staff training and competence, PSP has trained all necessary staff on the privacy

regulations in effect and have appointed a global Data Protection Officer to administer the data
governance framework globally.

EU-U.S. AND SWISS-U.S. PRIVACY SHIELD PQLICY

When PSP, Inc, (hereafter, “PSP” or “we”) transfer personal information from the European
Economic Area (“EEA") and Switzerland to the United States, we comply with the EU-U.S. and
Swiss-U.S. Privacy Shield Framework as set forth by the U.S. Department of Commerce
regarding the collection, use, and retention of personal data transferred from the EEA and
Switzerland to the United States, respectively. If there is any conflict between the terms in this
Privacy Policy and the Privacy Shield, the Privacy Shield shall govern. PSP has certified to the
U.S. Department of Commerce that it adheres to the Privacy Shield. To learn more about the
Privacy Shield program, and to view our certification, please visit: www.privacyshield.gov
(http://www.privacyshield.gov/).

PSP is subject to the investigatory and enforcement powers of the Federal Trade Commission.
If PSP shares EU or Swiss data with a third-party service provider that processes the data
solely on PSP’s behalf, then PSP will be liable for that third party’s processing of EU and Swiss
data in violation of the Privacy Shield, unless PSP.can prove that it is not responsible for the
event giving rise to the damage. ’

PSP’s Privacy Policy, above, describes the types-of personal data PSP collects, the types of
third parties to which we disclose personal data, and the purposes for which we do so.
Residents of the EEA and Switzerland may have the 'right to access the personal data that PSP
been processed in violation of the Privacy Shield. These access rights may not apply, inciuding
where the burden or expense of providing access would be disproportionate to the risks to the
individual's privacy in the case in question, or where the rights of persons other than the
individual would be violated.

If you would like to request access to, correction, amendment, or deletion of your personal
data, you can submit a request to privacy@corestrengths.com. We may request specific
information from you to confirm your identity.

PSP, inc. provides choices and means for individuals to limit the use and disclosure of their
personal data. Individuals are provided with information regarding the purpose for which
personal data is being collected, how it will be used, and the third parties, if any, that would
receive personal data. PSP, Inc. also provides a mechanism for registered account holders to
delete their account and all associated personal data upon requést.

PSP, Inc. will only process personal data in a manner compatible with the purpose that it was
collected for. PSP, Inc. maintains reasonable procedures to ensure that EU and Swiss personal
data Is reliable for its intended use, accurate, complete, and current.

Under certain circumstances, we may be required to disclose your EU or Swiss personal data
in response to lawful requests by public authorities, including to meet national security or law
enforcement requirements.

For any questions or complaints regarding our compliance with the Privacy Shield Framework,
please contact us at: privacy@corestrengths.com. If PSP, Inc. does not resolve your complaint,
you may submit your complaint free of charge to https://www.jamsadr.com/file-an-eu-us-
privacy-shiel’d-claim (https://www.jamsadr.com/file-an-eu-us-privacy-shield-claim) PSP, Inc's
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Still have questions or need clarification?

es@nate% ndependent dispute resolution prowder Under certain conditions specified by the

E@t[?%//wsw BEERGBFHEATY Shield Framework, you may also be able to

invoke binding arbitration to resolve your complaint.

Changes to this Privacy Policy

We may change this Privacy Policy from time to time. We will post these changes in the policy -

and suggest you revisit periodically to stay informed of any changes.

Terms of Service

Use of the platform shall be in all cases subject to the Core Strengths General Téerms of Service
(https://www.corestrengths.com'/terms-of-service/) which are incorporated herein by this

reference, with the same force and effect as if they were given in full text.

Contact Us

If you have any questions about this Privacy Policy, or need assistance accessing, modifying, or

closing your account, please contact us.

Personal Strengths Publishing, Inc. (PSP)
7668 El Camino Real Ste 104716
Carlsbad, CA 92009

United States of America

Email: privacy@CoreStrengths.com
Phone: +1-760-602-0086

Global Data Protection Officer
Tim Scudder, PhD

Personal Strengths Publishing, Inc.
7668 El Camino Real Ste 104716
Carlisbad, CA 92009

United States of America

Email: privacy@CoreStrengths.com

GDPR EEA Representati\(e
Tim Scudder, PhD
Personal Strengths (UK) Ltd.

¢/o Morrison & Foerster LLP, 1 Ropemaker St,

London EC2Y SAW
United Kingdom
Email: privacy@CoreStrengths.com

CONTACT US
(HTTPS://CORESTRENGTHS.COM/GB/CONTACT/)

RELATIONSHIP INTELLIGENCE (/RELATIONSHIP-INTELLIGENCE/)

PRODUCTS (/PRODUCTS/)

@ Chat with an Expert
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