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CUI 

US.t\SQC Wirel~$sDetectionR~port. 

D=it~ime: 9 December 2022 / 1300-1530 

Un#: ~i$th S~iilrnent:Brigade 
floor 

Building(s): X-4047 

Es~.fl,rie(J by: ~FC-Forbes; Micli.ael j-528~ SB $-2 NCOI_C, SGT Henkel, Eri9-:- MTOE Battalion 
S-2NC01C • 

• .MqnitoJing )),vices Used: YORKJE PRO 1. 7 

Summary: A wirel¢$$$CaI;1W8;$¢91tducted :ill S28th'Sustainmen:t Brigade (S8)"ihth.¢ 
ij~adquartersfacility X-4047 in l~'an.d 2nd flctorby 0&,ASOC Cyb~rsecurqyto assistJJi 
collecti~gdata for an auditable item that falls under ArinY' s DO PIG lnspe9tipn. Oqr Security 
Complian.c¢te?mw~s: es,c9.rted thtoµgl:iout the facility during the. scan to identify: rogq¢ devie.es 
& personhel In violation of USASOC Cybe~ecurity J>ro.gra.m Regulation 25-2. Th1s. scan was 
0011.<lucted to ·assist in identifying,ou·dying devices an.4 personally contributing to the security 
po$tlll'e Withi°' ~l tJ~ASOC. Th~ Yorkie pro device was: used to detect ::µic_f cietepn_in~-the • • 
l.Qcaticn:;;: <>f c~lluJar, WiF}, ~d Bluetooth. signals of any unauthorized electt'pni¢-c:ievjc¢§ within 
the buildings pf X-4047. Th¢,9verall resµlts of the scans wereOinformative of the Cybetsecurity 
stance ofs2st11 sa. We scanned everywhere we. co~ld get into including the loekboxes, and we 
<mly foW}d 2 prohibited devices (See Locatioit, Devi~e type, ttnd NaJDes: of (llo.se who were 
~ugllt: for more infonnatjoQ). . . 

Problems 

• 1 Personnel were·caughtwltb prohibited devices. (~~e Location, Devicetype,·aad Names 
.of thQsewllo wtre ~ught: -for more information) 

• Petsoimel are llC>t tuqling·oftcen phones ~hen storing them in thelockb<>X and l¢a:ving 
pbo~~ unsecure. Not only does this viola~ USASOC R,egulation 25-:-2,, chapt¢r 2;;;~ but also 
provides false positives wl.\en.scantting the AOR increasing the duration of scanning. • 

·su,gestio-.~ommendations/Actions 

• We strongly recommend posting on all entrances and exits the section oilUSASOC 
tegUlad9n 2~.;2 C~~pwr 2:..3 Section a. 'Personalelectronics are notpe:rmitJed i~idt 
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CUI 

l}S.!l.SOt:F'acilities. If a storage area is provided at the building en~ance, visitor~ ma:y use 
it to temporarily store their cell :phones or other small electroni.c d~vices~ All stored devices 
must be turned. ()ff;'' • 

t,QCagon, an4 [Device type I Names] of those who were ~~ght: 

1srFLOOR 

121B 

GQV~NM~Nl:'.PflON.~ 

zN°FLooR 
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