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1-9. Fair Information Practice Principles 
The Fair lnformation Practice Principles (FIPPs), originally developed in 1973 by the Department of Health, Educa
tion, and Welfare, formed the conceptual core for the PA of 1974. Army activities should apply these principles when 
handling records containing Pll. 

a. Access and amendment. Provide individuals with appropriate access to PII and appropriate opportunity to cor
rect or amend their records that contain Pil. 

b. Accountability. Hold personnel accountable for complying with measures that implement the FIPPs and appli
cable privacy requirements, and appropriately monitor, audit, and document compliance. Clearly define the roles and 
responsibilities with respect to Pll for all employees and contractors, and provide appropriate training to all employees 
and contractors who have access to PU. 

c. Authority. Create, collect, use, process, store, maintain, disseminate, or disclose PU only with the proper au
thority to do so and identify this authority in the appropriate SORN. 

d. Minimization. Create, collect, use, process, store, maintain, disseminate, or disclose Pll only when it is directly 
relevant and necessary to accomplish a legally authorized purpose, and only maintain PH for as long as is necessary 
to accomplish the purpose. 

e. Quality and integrity. Create, collect, use, process, store, maintain, disseminate, or disclose PII with such accu
racy, relevance, timeliness, and completeness as is reasonably necessary to ensure fairness to the individual. 

.£. lnaividua particination. lnvolve the individual in the process of using l>If and. to the extent practicable, seek 
individual consent for creating collecting, using, rocessing, storing maintaining disseminating, or disclosing 'JI. 

staolish procedures to receive and address individuals ' privacy-related complaints and inquiries. 
g. Purpose specification and use limitation. Provide notice of specific purpose for which PU is collected and only 

use, process, store, maintain, disseminate, or disclose PU for a purpose that is explained in the notice and is compatible 
with the purpose for which the PII was collected, or that is otherwise legally authorized. 

h. Security. Establish administrative, technical, and physical safeguards to protect PU commensurate with the risk 
and magnitude of the harm that would result from its unauthorized access, use, modification, loss, destruction, dis
semination, or disclosure. 

i. Transparency. Be transparent about information policies and practices with respect to PU, and provide clear and 
accessible notice regarding creation, collection, use, processing, storage, maintenance, dissemination, and disclosure 
of PII. 

1-10. General provisions 
a. Consider privacy and civil Ii erties in the development, implementation, and review of new or existing regula

tions. p_olicies, and initiatives. 
b. Protect the privacy and civil liberties of Soldiers, Army civilian employees, and the public (persons and organ

izations not affiliated with DoD) to the greatest extent possible. consistent with DoDD 5200.27 and operational re
quirements. 

c. Ensure that neither the Army nor any subordinate command or agency will collect, report, process, maintain, or 
disseminate any information on how an individual, group of individuals, or association exercises fundamental rights, 
specifically including the freedoms of speech, assembly, press, and religiQ!!, except when-

( 1) Specifically authorized by statute; or 
(2) Expressly authorized by the individual a grou of individuals or an association on whom the record is main

tained; or 
(3) Pertinent to and within the scope of an authorized law enforcement, intelligence collection, or counterintelli

gence activity. 
d. Have adequate procedures to receive, investigate, respond to, and redress complaints from individuals who al

lege that the Army has violated their privacy or civil liberties. 
e. Individual privacy rights policy. Although deceased individuals do not have PA rights, family members or next

of-kin may have limited privacy rights with respect to the release of information regarding the death and the funeral 
arrangements of the deceased individual. Family members often use the deceased individual ' s Social Security number 
(SSN) or DoD identification {ID) data number for Federal entitlements. Also, the Health Insurance Portability and 
Accountability Act (HIPAA) extends protection to certain medical information contained in a deceased individual ' s 
medical records. Appropriate safeguards must be implemented to protect the deceased individual 's Pll and PHI. 

f Reprisals or the threat of reprisals are prohibited against individuals who make complaints or disclose infor
mation that indicates a possible violation of privacy protections or civil liberties in the administration of the Anny' s 
programs and operations to privacy or civil liberties officials. Appropriate disciplinary action under law and regulation 
will be considered for all violations. 
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1-11. Special handling provisions 
a. Send privacy protected data electronically via email and the world wide web according to the following guide

lines: 
(1) The PA requires that appropriate technical safeguards be established based on the media used to ensure the 

security of the records and to prevent compromise or misuse during transfer. 
(2) Sensitive Pll, such as SSNs, is to be transmitted via encrypted email or password protected. When sending PA 

protected information within the Anny across encrypted or dedicated lines, ensure that-
(a) Each addressee has an official "need to know." Remove any recipient without a "need to know" from all ad

dressee fields. 
(b) Information protected by the PA is marked "Controlled Unclassified Jnformation (CUl)" to inform the recipient 

of limitations on further dissemination. For example, add CUI to the beginning of an email message, along with ap
propriate language such as the following: "This message contains personal or privileged information which is pro
tected under the PA of 1974, as amended. Do not further disseminate this information without the permission of the 
sender." 

(c) For email with an attachment, include a statement similar to the following : "If you are not the intended recipient, 
please delete this email including any attachments, and notify the sender that you have done so." 

(d) Unclassified information associated with the PA and identified as needing safeguarding is considered CUI. It 
requires access control ; hand ling, marking, dissemination control; and other protective measures for safeguarding. 
CUI information may qualify for withholding from public release based on a specific FOIA exemption. 

(e) For additiona l infonnation about CUI marking and dissemination instructions, refer to DoDI 5200.48. 
(3) Add appropriate privacy and security notices at major website entry points. Refer to AR 25-1 for requirements 

on posting privacy and security notices on public websites. 
( 4) Ensure Army websites are in compliance with policies regarding restrictions on persistent and third-party cook

ies. The Army prohibits both persistent and third-party cookies. 
(5) Add a Privacy Act Advisory (PAA) on websites with host information systems soliciting PIT, even when not 

maintained in a PA SOR. The PAA informs the individual as to why the information is being solicited and how it will 
be used. Post the PAA on the website where the information is being solicited, or to a well-marked hyperlink. Example 
wording is as follows: "Privacy Act Advisory-Please refer to the Privacy and Security Notice that describes why this 
information is collected and how it will be used." 

b. Protect paper records containing personal identifiers such as name and SSN as follows: 
( 1) Only those records covered by a SORN may be arranged to permit retrieval by a personal identifier (for exam

ple, an individual's name or SSN). AR 25-400-2 requires all records thus covered to include the SOR identification 
number on the record label to serve as a reminder that the information contained within must be safeguarded. 

(2) Use Standard Form (SF) 901 (CUI Cover Sheet) for individual records not contained in properly labeled file 
folders or cabinets (for example, log books or training materials). 

1- 12. Civil liberties 
a. Civil liberties are fundamental rights and freedoms enjoyed by all individuals that cannot be restricted or de

prived, without due process. Due process requires that these liberties can only be curtailed for a proper governmental 
objective and the affected individual must be given notice of the proposed restriction or deprivation, and an oppor
tunity to argue before a neutral decision maker that the civil liberties should be preserved. 

b. The U.S. Constitution protects civil liberties. While the U.S. Constitution explic itly identifies certain civil liber-
ties, others can also be expressed, explicitly or implicitly, by state or federal law or judicial interpretation. 

c. Civil liberties include, but are not limited to the fo llowing: 
(TJ Freedom of s eech (First Amendment). 
) ) Freedom ofreligion (First Amendment). 
(3) reedom to assemble (including peaceful protest} (First Amenament). 
4) Freedom of the ress (First Amendment) . 

[5) The right to keep and bear arms (Second Amenoment . 
6 Freedom from unreasonable searches and seizures (fourth Amendment . 

(7) The prohibition against deprivation of life, liberty, or property without due rocess of law (Fifth Amendment . 
(8) The right not to answer incriminating guestions (f ifth Amendment . 
(9J reeaom from the deprivation ofri ghts not included in tfie .S. Constitution but retainea by the people (N inth 

Amendment). 
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(3) Justification. 
b. After appropriate staffing and approval by the Secretary of the Army, or authorized designee, the rule is for

warded to DPCLFD for publication in the FR (see DoDI 5400.11 ). No exemption may be invoked until these steps 
have been completed. Army SORNs citing exemptions are codified in 32 CFR 310. For the most current li sting of 
Army SORNs, see the ARMD website at https: //www.rmda.army.mi l/privacy/sorns/armypublishedsom.html. 

Chapter 5 
Handling and Safeguarding Personally Identifiable Information 

5-1. Collecting personally identifiable information 
a. When collecting PIT, Army administrators and other users of PTrmust observe the provisions and guiaetines 

described in this section. This section a_Qplies to Army military, civilians, and contractors. 
b. General provisions for collecting Pl are as follows: 
(I) The Army collects 'Tl directly from the subject of the record whenever ossible. This is especially important 

when the information may result in adverse determinations about an individual ' s rights, benefits, and Qrivileges under 
federal rograms. 

(2) When an Army activity asks an individual for his or her 'T1that will be maintainea in a SOR, the activity must 
provide the in ividual with a Privacy Act Statement (PA§). A PAS notifies individuals of the authority, purpose ana 
use of the collection, whether the information is manaatory or vol untary, and the effects of not providing all or any 

art of the re uested information. See paragn_tQh 5-3 of this regulation when soliciting SS s for an:x urpose. 
c. A PAS must be pre ared and aaministered based on the following guidelines: 
Q) The Federa statute or EO that authorizes collection of the req_uested information. 
(2) The 2rincipal pu ose or urposes for which the information is to be used . 
(3 The routine uses that willoe made of the information. 
(4) Whether providing the information is voluntary or mandatory. 
(~ The PAS includes language that is explicit, easily understood, an concise. 
(§) A sign is dis layed in areas where pea le routinely furnish this kind of information, and a copy oft e PAS is 

made available u on request by the individual. 
7) The individual reads but does not sign the AS. 

(8 A AS must include the fo llowing items: 
a Aut ority. Cite the specific statute or 0 , including a brief title or subject that authorizes the A to collect the 

PIT re uested . 
(lz) 'Princi al urpose(j). Cite the princip_al _Qurposes for wnich the inforn1ation will be usecl. 
Cc Routine use s) . Cite the routine uses for which the information may be used . The routine use should bes ecific 

and must align with the routine use included in the applicable SORN. ff none, the language to be used is: " Routine 
Ose: None."tlowever, the "Blanket Routine U ses" set forth at tne eginning of the Army's com_J)ilation of systems of 
records notices max ap_ ly. 

a Disclosure: Voluntary or Manaatory. Include in the PAS s ecifically whether furnishing the re uested PTI is 
voluntary or mandatory. A requirement to furnish PTT is mandatory on ly when a rederal statute O or other law 
specifically imposes a duty on the individual to provide the information sought, and when the individual is subject to 
a penalty ifhe or she fails to rovide the re uested information. f roviding the information is on ly a condition of or 

rereq_uisite to granting a benefit or privilege and the individual has the option of re uesting that benefit, then the 
collection is voluntary. However, the loss or denial of the rivilege, benefit, or entitlement sought must be listea as a 
consequence of not furnishing the req_uested information. 

d. Some acceptable means of administering the PAS are as follows, in the order of preference: 
(_1) Below the title of the media used to collect the Pl1(positioning the PAS so the individual will observe the PAS 

before providing the requested information). 
(2) Within the body with a notation of its location below the title. 
(3) On the reverse side with a notation of its location below the tit le. 
(<l) Attached as a tear-off sheet. 
(5) ssued as a separate supplement. 
e. The usage and elements ofa PAS are described in appendixB. 
f Include a 'PAS on a website ifThe site requires information directly from an indivioual and the information is 

retrieved by his or her name or ersonal identifier. 
g. When collecting PTT from third rties, it may not be ractical to co llect ersonal information directly from the 

individual in all cases. Some examples of when third-party collection may be necessary inc uoe-
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(I) To verify information. 
2 To solicit OQinions or evaluations . 

(3) To use another source when the subject cannot be contacted. 
(4) At the request of the subject individual. 
h. When asking third arties to Qrovide information about other individuals advise them of
(]) The pur ose of the request. 
(2) Their rights to confidentiality as defined by the PA. 

Note. Consult with your servicing Staff fudge Advocate for otential limitations to the confidentiality hat may be 
offered. 

i. --Promises of confidentiality must be prominently annotated in fhe record to protect from aisclosing any infor
mation rovided in confidence based on 5 USC 552a(lc)G.), 5 USC 552a(lc)(5 , or 5 OSC 552a k)(7). 

5-2. Safeguarding personally identifiable information 
a. The PA requires establishment of proper administrative, technical, and physical safeguards to--
(I) Ensure the security and confidentiality ofrecords (for example, to periodically verify that only personnel with 

a current and valid need to know have access to shared drives and document management systems). 
(2) Protect against any threats or hazards to the subject's security or integrity that could result in substantial harm, 

embarrassment, inconvenience, or unfairness. 
b. Ordinarily, PII must be afforded at least the protection required for information designated "Controlled Unclas

sified Information." PA data will be afforded reasonable safeguards to prevent inadvertent or unauthorized disclosure 
ofrecord content during processing, storage, transmission, and disposal. 

c. With the growing use of websites, the proliferation of social media, and the increasing risks of and cases of 
identity theft, the dimensions for the safeguarding of data have expanded exponentially in recent decades. Webmasters 
and web maintainers must apply appropriate privacy and security policies to respect user privacy. As specified in AR 
25-1, organizations must screen their websites and display a privacy and security notice in a prominent location on at 
least the first page of all major sections of each website. Each website must clearly and concisely inform visitors to 
the site about any information the activity collects, why it is collected, and how it will be used. 

d. Each privacy and security notice must clearly and concisely inform visitors to the site what information the 
activity collects about individuals, why it is collected, and how it will be used. If PIT is requested in the notification 
and record access procedures, but not collected or listed in the categories of records, the reason for requesting the Pll 
must be explained. 

e. If the SSN is used for verification purposes, the custodian of the record must state "SSN required for verification 
purposes only." 

f The DA recognizes the importance of safeguarding PJI in all forms of electronic media in addition to paper 
media. For information on approved Army use of social media, see website: https://www.army.mil/mobile/so
cialmedia.htrnl. 

5-3. Protecting Social Security numbers 
a. When soliciting or using SSNs, Army administrators and other users ofSSNs observe the provisions and guide

lines described in this section and DoDI 1000.30. It is unlawful for any Federal, State, or local Government agency to 
deny any individual any right, benefit, or privilege provided by law because of such individual ' s refusal to give their 
SSN unless the law requires disclosure, or a law or regulation adopted prior to January 1, 1975, required the SSN or 
if DA uses the SSN to verify a person's identity in a SOR established and in use before that date. EO 9397 (issued 
prior to January 1, 1975 and amended by EO 13478) authorizes the Army to solicit and use the SSN as a numerical 
identifier for individuals in most federal systems. However, the SSN should only be collected as needed to perform 
official duties. EO 9397 does not mandate the solicitation ofSSNs from Army personnel as a means of identification. 

b. Upon entrance into mi litary service or civilian employment with DA, individuals are asked to provide their SSN. 
The SSN becomes the service or employment number for the individual and is used to establish personnel, financial 
medical, and other official records. After an individual has provided his or her SSN for the purpose of establishing a 
records, the PAS is not required if the individual is only requested to furnish or verify the SSN for identification 
purposes in connection with the normal use of his or her records. If the SSN is to be used for a purpose other than 
identification, the individual must be informed whether disclosure of the SSN is mandatory or voluntary; by what 
statutory authority the SSN is solicited; and what uses will be made of the SSN. This notification is required even if 
the SSN is not to be maintained in a PA SOR. 
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