Cul

USASOC Wireless Detection Report

Date/Time: 9 December 2022 / 1300 - 1530
Personnel Scanning: Charles A. Ransom & Jorde Neri

Unit: 528" Sustainment Brigade Building(s): X-4047 Floor(s): 1 and 2™
floor

Escorted by: SFC Forbes, Michael j — 528t SB S-2 NCOIC, SGT Henkel, Eric — MTOE Battalion
S-2 NCOIC

Monitoring Devices Used: YORKIE PRO 1.7

Summary: A wireless scan was conducted in 528 Sustainment Brigade (SB) in the
Headquarters facility X-4047 in 1* and 2™ floor by USASOC Cybersecurity to assist in
collecting data for an auditable item that falls under Army’s DODIG Inspection. Our Security
Compliance team was escorted throughout the facility during the scan to identify rogue devices
& personnel in violation of USASOC Cybersecurity Program Regulation 25-2. This scan was
conducted to assist in identifying outlying devices and personally contributing to the security
posture within all USASOC. The Yorkie pro device was used to detect and determine the
location of cellular, WiFi, and Bluetooth signals of any unauthorized electronic devices within
the buildings of X-4047. The overall results of the scans were informative of the Cybersecurity
stance of 528" SB. We scanned everywhere we could get into including the lockboxes, and we
only found 2 prohibited devices (See Location, Device type, and Names of those who were
caught: for more information).

Problems

« 1 Personnel were caught with prohibited devices. (See Location, Device type, and Names
of those who were caught: for more information)

o Personnel are not turning off cell phones when storing them in the lockbox and leaving

phones unsecure. Not only does this violate USASOC Regulation 25-2, chapter 2-3 but also
provides false positives when scanning the AOR increasing the duration of scanning.

Suggestions/Recommendations/Actions

« We strongly recommend posting on all entrances and exits the section on USASOC
regulation 25-2 Chapter 2-3 Section a. “Personal electronics are not permitted inside
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USASOC Facilities. If a storage area is provided at the building entrance, visitors may use
it to temporarily store their cell phones or other small electronic devices. All stored devices

must be turned off.”

Location, and [Device type | Names] of those who were caught:

15" FLOOR 2"° FLOOR
1218 | 204 i
GOVERNMENT PHONE [Phone | Cpt Blosser, Gavin]




